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IntroductionIntroduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn’t just about
memorization, it’s about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You’ll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question right the first
time, it’s about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let’s begin.
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How to Use This GuideHow to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here’s how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions
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1. How is the Golden Dictionary in PRTK formed?
A. Manually inputted by the user
B. Compiled from recovered files on the network
C. Auto-generated from successfully recovered passwords
D. Downloaded from the internet

2. What formats of hash sets can be imported into FTK?
A. AccessData Hash Database (*.HDB)
B. National Software Reference Library (NSRL)
C. FTK (KFF)
D. All of the above

3. What type of imaging does FTK Imager perform?
A. Raw and compressed imaging
B. Forensic imaging
C. Simple disk copying
D. Network data capturing

4. While creating a file hash list in FTK Imager, which three pieces of
information are included?
A. MD5, SHA1, file path
B. Filename, file size, creation date
C. MD5, SHA1, filename
D. Filename, sector count, file type

5. When using FTK Imager to export a folder and its subfolders, which of the
following is true?
A. All folders can be exported at once
B. Each subfolder must be exported individually
C. Only the main folder will be exported
D. Subfolders are automatically included without selection
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6. Which of the following features is NOT related to the Image Mounting
function in Imager?
A. Run antivirus on mounted images
B. Make changes to the image file
C. Navigate file systems normally not recognized
D. Run third party software against the mounted image

7. How can recursive subdirectories be managed in Custom Content Images?
A. They are automatically included
B. They must be manually configured
C. They are excluded by default
D. They are managed through configuration files

8. What should you do to see all graphics in the case if none are visible in the
Graphics tab?
A. Refresh the tab
B. Check file permissions
C. List all descendants
D. Change the view mode

9. What types of searches can be performed in the registry viewer?
A. Standard search, advanced search, search by a key's last written date
B. Keyword search, image search, tag search
C. Full text search, simple search, wildcard search
D. Context search, regex search, date range search

10. Which types of documents can be analyzed using FTK?
A. Only image files
B. PDF files, Word documents, and Excel spreadsheets
C. Specialized design files only
D. Only text files
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Answers
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1. C
2. D
3. B
4. C
5. B
6. B
7. A
8. C
9. A
10. B
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Explanations
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1. How is the Golden Dictionary in PRTK formed?
A. Manually inputted by the user
B. Compiled from recovered files on the network
C. Auto-generated from successfully recovered passwords
D. Downloaded from the internet

The Golden Dictionary in PRTK (Password Recovery Toolkit) is designed to optimize the password recovery
process by utilizing data from previously successful password recoveries. It is auto-generated from passwords
that have been successfully recovered, which means that it evolves based on real-world data and experiences of
users. This feature allows the Golden Dictionary to include a wide variety of passwords that may be relevant or
used frequently, increasing the likelihood of recovering passwords more efficiently in future cases.  The
generation process is beneficial because it builds a repository of effective passwords without the need for
manual input or external sources, which may not always be reliable or comprehensive. By relying on a process
that compiles successful recoveries, the Golden Dictionary effectively captures common password patterns and
trends, which can be instrumental in forensic investigations where password recovery is required.

2. What formats of hash sets can be imported into FTK?
A. AccessData Hash Database (*.HDB)
B. National Software Reference Library (NSRL)
C. FTK (KFF)
D. All of the above

The correct answer is that all of the mentioned formats of hash sets can be imported into FTK.   FTK (Forensic
Toolkit) supports various hash set formats to assist forensic investigators in identifying known files. The
AccessData Hash Database (*.HDB) is specifically designed for use with FTK and contains MD5 and SHA-1 hash
values for various files, allowing investigators to quickly find and handle files that match these known hashes.  
The National Software Reference Library (NSRL) is another critical resource, providing a repository of known
software, file profiles, and their associated hash values. This library enables forensic examiners to identify
software and potentially malicious files during investigations.  KFF (known file filter) is a hash set created by
AccessData, allowing users to define which files they want to categorize as known based on their hash values.  
By being able to import all these formats, FTK provides extensive support for hash management, allowing for a
comprehensive analysis of file systems by enabling the identification of known files, which can streamline
investigations and enhance the efficiency of the digital forensic process. This capability is vital for forensic
analysts in distinguishing between legitimate files and potentially harmful ones.

Sample study guide, visit https://ftkace.examzify.com
for the full version with hundreds of practice questions 11

SAMPLE



3. What type of imaging does FTK Imager perform?
A. Raw and compressed imaging
B. Forensic imaging
C. Simple disk copying
D. Network data capturing

FTK Imager is specifically designed to create forensic images, which are exact bit-by-bit copies of storage media
that preserve the original data, including deleted items, unallocated space, and file slack. This type of imaging is
crucial in forensic investigations because it ensures that all information is maintained in its original state for
analysis and can be used in court as evidence.  The focus on forensic imaging encompasses not just copying
data, but also ensuring the integrity of the data through cryptographic hash functions that generate a unique
fingerprint of the image, allowing examiners to verify that the image remains unchanged over time. This makes it
an essential tool for digital forensic investigators as they work to examine and analyze evidence in a legally
defensible manner.   While other types of imaging or data handling methods exist, the primary purpose of FTK
Imager is for forensic imaging, which aligns with the specific requirements of forensic analysis rather than just
copying or capturing data without consideration for its integrity.

4. While creating a file hash list in FTK Imager, which three pieces of
information are included?
A. MD5, SHA1, file path
B. Filename, file size, creation date
C. MD5, SHA1, filename
D. Filename, sector count, file type

The correct response encompasses essential components of file integrity and identification used in forensic
investigations. When creating a file hash list in FTK Imager, including the MD5 and SHA1 hash values serves a
crucial function. These hash algorithms produce unique digital fingerprints of files, ensuring that any
modifications to the file's content alter its hash. This capability is vital for maintaining the integrity of data
throughout the forensic process.   Additionally, incorporating the filename allows examiners to associate the
hash values with specific files, facilitating both organization and retrieval during investigations. The filename
provides context for which particular data is being referenced or analyzed.  While other options present various
attributes of files, such as file size or creation date, they do not focus on the core aspects of ensuring data
integrity and the direct identification of files through hashing techniques. Thus, the combination of MD5, SHA1,
and filename is the most relevant to the function of creating a file hash list.
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5. When using FTK Imager to export a folder and its subfolders, which of the
following is true?
A. All folders can be exported at once
B. Each subfolder must be exported individually
C. Only the main folder will be exported
D. Subfolders are automatically included without selection

The correct answer highlights an important aspect of how FTK Imager handles the export process when dealing
with folders and their subfolders. When exporting data, FTK Imager requires that each subfolder be selected
individually for export. This is particularly relevant in instances where users want specific subfolders included in
the export, as it allows for greater control over what is being included in the process.  By confirming that each
subfolder must be exported individually, users can theoretically curate their data export to suit their investigation
needs, focusing on only the most pertinent information within larger directories. Other options present different
interpretations of the export functionality. For example, the assertion that all folders can be exported at once
misrepresents the tool's operational mechanics. While FTK Imager may allow bulk selection in some cases, full
export of all contents without individual selection of each subfolder is not how it operates.   The option
suggesting only the main folder will be exported overlooks the possibility that users might want subfolders
included, which is indeed possible but must be done with individual selection. Finally, claiming that subfolders
are automatically included without selection would lead to potential omissions of desired data when users are
not aware they need to select each subfolder.

6. Which of the following features is NOT related to the Image Mounting
function in Imager?
A. Run antivirus on mounted images
B. Make changes to the image file
C. Navigate file systems normally not recognized
D. Run third party software against the mounted image

The feature that is not related to the Image Mounting function in Imager is the ability to make changes to the
image file. When an image is mounted, it allows investigators to access and interact with the contents of a
forensic image as if it were a regular drive. However, one of the key principles of digital forensics is to maintain
the integrity of the evidence; thus, making changes to the original image file would compromise the evidence
and violate forensic best practices.  The other options provided relate to functionalities typically afforded by the
Image Mounting feature. For instance, running antivirus software on mounted images helps ensure that any
malicious files can be identified and analyzed without altering the image itself. Navigating file systems not
normally recognized also benefits forensic examiners, as they can explore file structures that standard operating
systems might not handle. Furthermore, the ability to run third-party software against the mounted image allows
for a range of analysis tools to be employed while still preserving the integrity of the original data.
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7. How can recursive subdirectories be managed in Custom Content Images?
A. They are automatically included
B. They must be manually configured
C. They are excluded by default
D. They are managed through configuration files

Recursive subdirectories in Custom Content Images are automatically included, allowing examiners to
streamline the management of content within a directory structure. This feature simplifies the process of
creating content images, as any subfolders and their respective files are incorporated without needing additional
manual configurations. Such automation helps ensure that the structure of data is preserved and that all
relevant materials are accounted for, making it easier to analyze and review the data comprehensively.  In this
context, while some choices might imply a need for additional steps or configurations, the automatic inclusion
feature significantly reduces the workload for examiners and enhances efficiency in managing complex directory
structures. This capability is particularly beneficial when dealing with extensive datasets that may contain
various nested files and folders.

8. What should you do to see all graphics in the case if none are visible in the
Graphics tab?
A. Refresh the tab
B. Check file permissions
C. List all descendants
D. Change the view mode

To see all graphics in the case when none are visible in the Graphics tab, listing all descendants is an effective
approach because it allows you to see every related file and object, including any graphics that may be linked to
or associated with the main files in the case. This action can uncover images that might not be displayed due to
their hierarchical relationship within the file structure, ensuring a comprehensive view of all graphics present. 
When listing all descendants, the tool can retrieve files and sub-files associated with a parent item. This is
particularly important in forensic investigations, where graphics might not always be directly accessible or
visible due to how they are stored within the directory structure of the case.  Other options, such as refreshing
the tab or changing the view mode, would typically only affect the display of files already known to the system,
without necessarily expanding the scope to include any graphics that may not have been previously listed.
Checking file permissions would not directly address the visibility of files but rather focus on access rights,
which, while important, doesn't aid in uncovering undisplayed files.
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9. What types of searches can be performed in the registry viewer?
A. Standard search, advanced search, search by a key's last written date
B. Keyword search, image search, tag search
C. Full text search, simple search, wildcard search
D. Context search, regex search, date range search

The correct choice highlights the capability to perform a standard search, advanced search, and search by a
key's last written date in the registry viewer.   A standard search allows users to find specific keys or values
based on exact names or data within the Windows registry, making it efficient for locating known items quickly.
The advanced search capability provides additional filters and options, enabling the user to refine searches
based on different parameters and search criteria, thus allowing for more complex data retrieval.  Furthermore,
the option to search by a key's last written date is significant because many forensic investigations require an
understanding of when changes were made to the registry. Being able to pinpoint these alterations can assist in
building timelines and understanding user actions and system behavior.  The other options, while they present
valid types of searches often used in different contexts or applications, do not align with the specific
functionalities available within a registry viewer. The emphasis in the correct choice illustrates the focus on
registry-specific searching techniques, which is essential knowledge for individuals working with digital
forensics and system analysis tools like FTK.

10. Which types of documents can be analyzed using FTK?
A. Only image files
B. PDF files, Word documents, and Excel spreadsheets
C. Specialized design files only
D. Only text files

FTK (Forensic Toolkit) is a powerful digital forensic software suite used for the examination of various types of
digital evidence. It facilitates the analysis of a wide range of document formats, including PDF files, Word
documents, and Excel spreadsheets, which are commonly encountered in digital investigations. These document
types are crucial to forensic investigations as they can contain important information, metadata, and evidence
related to case scenarios.  PDF files are often used for reports and documents that may contain critical written
content. Word documents frequently store communication, contracts, and other legal documentation that can be
essential in investigations. Excel spreadsheets can hold financial data, timelines, and other organized
information pertinent to an inquiry.  The other options suggest limitations that do not reflect the comprehensive
capabilities of FTK. While image files, specialized design files, and text files can be part of forensic
investigations, FTK supports a much wider variety of file types for a thorough analysis. This capability highlights
FTK's versatility as a forensic tool, making option B the most accurate choice regarding the types of documents
that can be analyzed using FTK.
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Next StepsNext Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://ftkace.examzify.com

We wish you the very best on your exam journey. You've got this!
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