SAMPLE STUDY GUIDE
WITH LIMITED QUESTIONS
CRTe

OFs: Ll




Copyright © 2026 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any means, graphic,
electronic, or mechanical, including photocopying, recording, web distribution, taping, or by any
information storage retrieval system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain accurate, complete, and timely
information about this product from reliable sources.




Table of Contents

070 )7/ T |1 1
Table of CONtENTS ... 2
INtrodUCtion .. 3
How to Use This GUIAE ... 4
QUESTIONS ..o 5
AN WIS e 8
EXPlanations ... 10

N Xt S P S oo e 15




Introduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn't just about
memorization, it's about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you're preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You'll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it's correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It's ideal for learners who want to:

* Practice answering questions under realistic conditions,
* Improve accuracy and speed,

* Review explanations to strengthen weak areas, and

* Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn't about getting every question right the first
time, it's about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let's begin.
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How to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here's how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 — 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don't just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There's no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions




1. It is mandatory for decision makers to consider guidelines.
A. True
B. False
C. Only when risk levels are high
D. In every decision making

2. PCI-DSS affects which type of companies?
A. E-commerce firms
B. Medical firms
C. Government organizations
D. Companies that accept credit card payments

3. Which term describes the factors that require a firm to change its security
planning?

A. Driving forces

B. Risk factors

C. Compliance triggers
D. Market conditions

4. Data protection regulations generally require what regarding sensitive
data?

A. Breach notification is the only requirement

B. Organizations should implement safeguards for sensitive data
C. Encryption is mandatory in all jurisdictions

D. There are no standard requirements

5. In manual procedures, the segregation of duties
A. reduces risk
B. increases risk by creating blind spots
C. increases risk by reducing accountability
D. can only be done safely through information technology
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6. Single-Loss Expectancy multiplied by the Annualized Probability of
Occurrence yields which metric?

A. Expected per-event loss

B. Expected annual loss

C. Expected life-cycle loss

D. Expected per-event benefit

7. Central security consoles
A. Are dangerous
B. Allow policies to be applied consistently
C. Both Aand B
D. Neither A nor B

8. In the plan-protect-response cycle, which stage is primarily responsible for
creating and operating countermeasures?

A. Planning

B. Protection

C. Response

D. All of the above

9. True/False: Different honest people can make different ethical decisions in
the same situation.

A. TRUE

B. FALSE

C. UNSURE

D. NOT ENOUGH INFORMATION

10. Remediation plans should cover every security gap identified.
A. True
B. False
C. Only if approved by management
D. Only for high-severity gaps
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Explanations




1. It is mandatory for decision makers to consider guidelines.
A. True
B. False
C. Only when risk levels are high
D. In every decision making

Guidelines establish the approved way to act and set the constraints that shape decisions. Decision makers have
a responsibility to adhere to policy, standards, and legal requirements, so it's mandatory to consider these
guidelines when choosing a course of action. Doing so helps ensure actions are aligned with organizational risk
tolerance, regulatory obligations, and best practices, providing consistency and a clear justification for
decisions. This habit also aids in audits and accountability, reducing the chance of acting in a way that could
introduce unnecessary risk. While guidelines should influence most decisions to avoid gaps, the key idea is that
they serve as the baseline guidance that decision makers must factor into their process.

2. PCI-DSS affects which type of companies?
A. E-commerce firms
B. Medical firms
C. Government organizations
D. Companies that accept credit card payments

PCI-DSS governs how cardholder data is protected for any organization that processes, stores, or transmits
credit card information. The key idea is that the security requirements apply wherever card data flows within the
payment ecosystem. Therefore, the group most at risk of needing to meet PCI-DSS are the companies that
accept credit card payments, whether in a store, online, or by phone, and the service providers that handle card
data on their behalf. Other sectors like medical firms or government organizations aren't automatically in scope
unless they actually handle credit card data. If they do accept card payments, they must meet PCI-DSS just like
any merchant. In short, PCI-DSS affects those who handle card payments, ensuring card data is safeqguarded
across processing, storage, and transmission.

3. Which term describes the factors that require a firm to change its security
planning?

A. Driving forces
B. Risk factors
C. Compliance triggers

D. Market conditions

Driving forces are the factors that push a firm to change its security planning. These are the pressures and
changes in the environment—such as evolving threats, new regulations, shifts in business goals, or advances in
technology—that compel updates to security measures, risk assessments, and incident response plans. This
term best captures why a security program must evolve. Risk factors describe potential threats or vulnerabilities
themselves, not the overall push to revise the plan. Compliance triggers refer to meeting specific regulatory
requirements, and market conditions describe external economic factors that influence strategy but don't by
themselves define the need to update security planning.
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4. Data protection regulations generally require what regarding sensitive
data?

A. Breach notification is the only requirement
B. Organizations should implement safequards for sensitive data

C. Encryption is mandatory in all jurisdictions
D. There are no standard requirements

Data protection regulations emphasize putting safeguards in place to protect sensitive data, not just reacting
after a problem occurs. They require a proactive approach with technical and organizational controls to maintain
confidentiality, integrity, and availability. This means using measures like strong access controls, encryption
where appropriate, secure data handling and storage, proper data retention and disposal, and ongoing
monitoring and risk assessments. Breach notification is common across many laws, but it represents only one
aspect of compliance, not the whole picture. Encryption is important and often required in certain contexts or
jurisdictions, but it isn't universally mandatory for every situation. So the emphasis is on implementing
safeguards for sensitive data through a layered, defense-in-depth strategy.

5. In manual procedures, the segregation of duties

A. reduces risk

B. increases risk by creating blind spots
C. increases risk by reducing accountability
D. can only be done safely through information technology

Segregation of duties creates checks and balances by splitting responsibilities so no single person can complete
a critical process from start to finish. In manual procedures, this means one person initiates a task, another
reviews or approves it, and a third handles recording or reconciliation. This separation reduces risk by making
fraud and errors harder to conceal, because multiple independent steps must align and be authorized before
actions are finalized. It also improves accountability, since each participant’s actions leave a trace and require
appropriate oversight. Saying it increases risk by creating blind spots isn't accurate because the opposite is
true—the multiple eyes and approvals reduce blind spots. Saying it increases risk by reducing accountability is
also incorrect because distributing duties actually strengthens accountability through clear responsibility and
traceability. And it isn't true that this can only be done through information technology—manual processes can
implement proper separation of duties with well-defined roles and documented signoffs, though IT can support
and automate parts of the control.

6. Single-Loss Expectancy multiplied by the Annualized Probability of
Occurrence yields which metric?

A. Expected per-event loss
B. Expected annual loss

C. Expected life-cycle loss
D. Expected per-event benefit

The key idea is turning a single incident'’s financial impact into an expected yearly loss by accounting for how
often the incident occurs. Single-Loss Expectancy is the loss that results from one incident. Annualized Rate of
Occurrence represents how many such incidents are expected in a year (the frequency). When you multiply these
together, you get the Expected Annual Loss, which is the average amount of money you would expect to lose
each year due to that risk. This is expressed as currency per year. So the product of SLE and ARO yields the
annualized loss figure used in risk assessment. It's not just the loss from one event (that would be SLE alone),
and it isn't a total life-cycle loss or a per-event benefit, which is why the correct metric is the expected annual
loss.
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7. Central security consoles
A. Are dangerous
B. Allow policies to be applied consistently
C. BothAand B
D. Neither A nor B

Central security consoles enable a single place to define and enforce security policies across the entire
environment. By centralizing policy creation, push-pull of configuration, and ongoing monitoring, they ensure the
same rules are applied to all managed devices, reducing configuration drift and improving consistency. They
also simplify auditing and compliance because policy definitions and enforcement status are collected in one
place. While any central point can be a risk if compromised, the core purpose is to achieve uniform policy
application rather than introduce danger.

8. In the plan-protect-response cycle, which stage is primarily responsible for
creating and operating countermeasures?

A. Planning

B. Protection

C. Response

D. All of the above

Creating and operating countermeasures happens in the protection stage because this phase is about turning
risk assessments and policies into actual safeguards. It covers selecting, deploying, and maintaining security
controls—like firewall rules, intrusion detection, access controls, encryption, backups, and ongoing
monitoring—that actively reduce risk and prevent incidents. The planning stage is about deciding what needs
protection and which safeguards are required, not running them daily. The response stage focuses on actions
during an incident—detecting, containing, eradicating, and recovering—rather than maintaining preventive
controls. So, protection is the stage responsible for creating and operating countermeasures.

9. True/False: Different honest people can make different ethical decisions in
the same situation.

A. TRUE

B. FALSE

C. UNSURE

D. NOT ENOUGH INFORMATION

Ethical decision-making can vary because people apply different moral frameworks and priorities to the same
situation. Even when someone is honest, they might emphasize different principles—duty, rights, consequences,
or character—leading to distinct conclusions about what the right action is. For example, one person might
follow a rule-based approach and deem breaking a rule unacceptable, while another might weigh the outcomes
and decide that breaking the rule avoids greater harm. Both can act with integrity in their own reasoning, which
shows that the same scenario can yield different ethical judgments. That's why it's true that different honest
people can make different ethical decisions in the same situation.
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10. Remediation plans should cover every security gap identified.

A. True

B. False

C. Only if approved by management
D. Only for high-severity gaps

Addressing all gaps identified in a security assessment creates a clear, accountable path to reduce risk. A
remediation plan isn't just about fixing the most obvious problems; it maps every identified gap to a concrete
action, assigns an owner, sets a timeline, and defines how the fix will be validated. This completeness matters
because leaving gaps untracked or unaddressed leaves risk lurking, undermines audits, and makes governance
harder. Even when some gaps are lower risk or require more resources, the plan should still document them with
appropriate prioritization, rationale for any delay, and, if necessary, formal risk acceptance. That way, progress is
measurable, and nothing slips through the cracks. Reckoning only the high-severity issues or needing
management approval for every item would create gaps in coverage and slow down risk reduction, which is why
a plan covering every identified gap is the best approach.
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Next Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we'd love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://netsec2.examzify.com

We wish you the very best on your exam journey. You've got this!




